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Heading 1

1 About This Document

1.1 Document Purpose

The purpose of this document is to define and clarify the backup and restore service for Cumbria County Council. This document will identify Backup Retention Periods, Backup Service Categories, Restore Point Objectives and Restore Time Objectives.
1.2 Document Location

H:\_WorkingDocs\Projects\TSM\Policies\CCC Backup and Restore Policy.doc
1.3 Status Summary

	Status
	Draft – unreleased

	Version
	0.2

	Date
	12/08/2010


1.4 Document Owners

	Owner
	Organisation
	Contact

	Stephen Salmon
	Cumbria County Council
	Stephen.salmon@cumbriacc.gov.uk
01228 221007


1.5 Document History

	Version
	Date
	Author
	Comments

	0.1
	06/06/2010
	Dougie Reid
	First Draft

	0.2
	12/08/2010
	Dougie Reid
	Amendments added from Stephen Salmon and Dave Mells


1.6 Document Distribution

	Name
	Role
	Contact’s Company
	Sign off (if Required)

	Dougie Reid
	Deputy Head of IT
	Agilisys
	Yes

	Stephen Salmon
	Deputy Head of IT
	Cumbria County Council
	Yes

	Neil Shepherd
	Principal Auditor
	Cumbria County Council
	

	Will Bell
	Principal Records Officer
	Cumbria County Council
	

	Claire Park
	
	
	


1.7 Document Limitations
This document will not define the following

The recommended data retention periods for different types of data stored by Cumbria County Council and Cumbria County Council’s legal obligations for data retention.
The data destruction request procedure. However it will state how data would be removed from the backup infrastructure.

Cumbria County Council’s Data and Record Retention Policy, this can be found here …
Cumbria County Council’s File Information Policy, this can be found here …
Cumbria County Council’s Data Security Policy, this can be found here …
1.8 Errors/Issues
Any errors/issues found in this document should be reported immediately to the document owners.

Introduction
The primary purpose for the backup service is to provide for disaster recovery of IT infrastructure across the Cumbria Council County Network, for example catastrophic software failure that destroys data, hardware failure of a computer making data inaccessible, or environmental damage to computers such as fire. This includes, but not restricted to, the following services:
· Email

· User and Group based File Share
· Application Configuration and Data
· Databases

Additionally, the backup system provides recovery of any file/data/email that has existed on a server long enough to be caught in a regularly scheduled backup of that server (usually a maximum of 24 hours, more granular information is shown later in this section of the document and in section 3.1 and 3.2). The backup system is not an archival system for storing information off-line for indefinite periods of time.
Backup data is stored in two locations, firstly on-site allowing for rapid recovery of data, and secondly off-site for full disaster recovery.
Data retention specifies the time the data will live within the backup storage and is a key element of the backup service. Over time, deleted data and file versions will expire dependant upon the designated service category: 

1.9 Service Categories

1.9.1 Premium
· The Premium service covers all Critical Applications and specified requested file shares
1.9.2 Advanced
· The Advanced service covers all Urgent Applications and specified requested file shares

1.9.3 Standard
· All other server stored data

and by the service type:
1.10 Service Types

1.10.1 User and Group based File Shares
1.10.2 Email
1.10.3 Databases
1.10.4 Application Services
A matrix defining the retention timeframes can be found in section 3.1 and 3.2.
The backup process follows a defined schedule, once again this is dependant upon the service type,

· User and Group based File Shares starts at 18:00 every day
· Email starts at 19:00 for full database backups and 23:00 for full item level recovery every day
· Databases starts at 20:00 every day
· Application Servers starts at 21:00 every day 
The requirement for recovering files should fall into the one of the following categories:

· Accidental deletions
· Corruption
· Accidental over-writing of Files/Data
A file that has been accidentally deleted can only be recovered if it has been processed by the backup service. In this event, any changes made since the backup will be lost. Previous file versions can also be retrieved from earlier backups. Recovery is subject to Service Limitations described in section 3.3.
Data recovery requests are handled by the Agilisys Service Desk, 226000 (01228), agilisyscccservicedesk@agilisys.co.uk or http://servicedesk 
1.11 Definitions
RPO – Recovery Point Objective – defines the point in time the last backup/replication took place, enabling you to go back to that point in time.
RTO – Recovery Time Objective – defines the time taken to recover the requested data

Back-up - A copy of data from an original electronic source transferred to a separate medium (CD, tape, disk). The purpose of back-ups is to restore information lost as a result of purposeful or inadvertent user action or system failure. Example: Daily and weekly backups of an entire system.

Retrieval Storage (Archive) - The movement of data from its original source to a separate medium (DVD, tape, lower grade disk, optical media). The purpose of retrieval storage is to move data no longer needed on a day-to-day basis to another location from which it can be retrieved at a later date, if needed. Example: Movement of dated transaction files to CD or all data from a completed research trial to zip-disk.

Retention policies - Legal requirements or policies dictating that records of specific types be maintained in retrievable form for a specific period of time. The purpose of retention policies is to maintain an audit trail or history of information. Example: Specific personnel records must be retained for X years. Refer to the ISU Record Retention Schedule available from the Provost’s Office.

Version History – The ability to store and retrieve previous versions of files. The capture of the changed files happens during the scheduled backup and can either be time based, ie file versions over 30 days are no longer stored or version count based, ie if 3 versions are storage when the file gets updated again the earliest version expiries.
Local disk - Data storage on a personal PC managed by the user. Data on local disks is not backed-up.

Remote disk - Data storage on a server managed by a server administrator. Data may be transferred to the remote disk by user action or by automatic process. Data on remote disks may or may not be backed-up.

Lifetime of files - The lifetime of files on local, remote, or retrieval storage is subject to the practices of the individual and/or the organisation. Unless deleted, files exist indefinitely.
Archive – To archive data is to move them to another medium for long term storage. Archive is intended for the storage of data that do not need to be kept immediately accessible, but which may possibly be needed at some point in the future.

Offsite Storage – Based on data criticality, offsite storage should be in a geographically different location from the company that does not share the same disaster threat event. Based on an assessment of the data backed up, removing the backup media from the building and storing it in another secured location may be appropriate.

2 Service Overview
2.1 Service Management Matrix

	
	Service Levels

	
	Premium
	Advanced
	Standard
	Archive

	File Server
	45 days version history

24 months on deletions
	45 days version history

24 months on deletions
	30 days version history

18 months on deletions
	Home folder deletion can be archived, currently set to 7 years retention

	Application Server

Web Servers


	14 days version history

60 days on deletions
	14 days version history

60 days on deletions
	7 days version history

30 days on deletions
	Short term adhoc archiving for applications for upgrades and changes

	MS SQL/Oracle/Unix
(Databases)
	31 days
	31 days
	31 days
	Monthly Archive for 12 months

	Exchange

Full Exchange DB DR

Item level recovery
	7 days

35 days
	7 days

35 days
	7 days

35 days
	

	Sharepoint
	Not currently defined
	Not currently defined
	Not currently defined
	Not currently defined

	VCB/VM Ware
	Not currently defined
	Not currently defined
	Not currently defined
	Not currently defined


2.2 Service Levels

	
	Service Levels

	
	Premium
	Advanced
	Standard
	Compliance – Archive

	Operational RPO
	2 hrs
	8 hrs
	24 hrs
	n/a

	Operational RTO
	4 hrs
	12 hrs
	24 hrs
	n/a

	Disaster RPO
	n/a (supported by replication)
	24 hrs
	48 hrs
	n/a

	Disaster RTO
	n/a (supported by replication)
	48 hrs
	1 week
	n/a

	Media
	Disk
	Disk
	Disk/Tape
	Tape

	Backup Cycle
	Progressive Incremental Backup
	Progressive Incremental Backup
	Progressive Incremental Backup
	User Defined

	Backup Limit
	1Tb
	2Tb
	10Tb
	20Tb

	Retention
	Monthly, taken on the 5th day of every month, x 12, 365 days 
	Quarterly, taken on the 10th day of every quarter, x 4, 365 days 
	6 Monthly, taken on the 15th day of every period, x 2, 365 days 
	To be defined 

	Operational Impact
	Host / Normal 
	Host / Normal
	Host / Normal
	Host / Normal

	Operational Restores permitted per month
	On Request
	On Request
	On Request
	On Request


2.3 Service Limitations
· Data held on local computers is not backed up
· Service Levels do not apply to data deleted prior to the 1st June 2010.

· The Service does not provide an email archiving facility
2.4 Data Destruction
2.4.1 Removal of expired data from the Backup infrastructure
Users need be aware that all data is backed up, which means that data subject to a retention policy will exists on the backup media. When users delete such data then please inform the Agilisys Service Desk to remove the data from the backup service.
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